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A Cross-Domain Service Function Chain Access Mechanism Based on
Consortium Blockchain and Threshold Signature in LAIN

WU Yao, JIA Ziye, ZHU Qiuming, ZHOU Fuhui

(School of Electronic and Information Engineering, Nanjing University of Aeronautics and Astronautics, Key Laboratory of Dynamic Cognitive

System of Electromagnetic Spectrum Space, Ministry of Industry and Information Technology, Nanjing, Jiangsu 211106, China)

Abstract: With the widespread application of the Low-Altitude Intelligent Network (LAIN) in the integrated space-
air-ground network, Service Function Chain (SFC) technology has emerged as a key enabler for cross-domain resource coor-
dination and on-demand service construction by orchestrating and chaining virtualized network functions as needed. Howev-
er, the highly dynamic topology of LAIN leads to frequent interruptions of authentication sessions, while the heterogeneity
of management domains complicates cross-domain identity mapping and trust propagation. Moreover, the open wireless
channel heightens the risk of authentication information being stolen or tampered with. These unique challenges render tra-
ditional authentication mechanisms based on fixed infrastructure or centralized management inadequate to meet the strin-
gent security, real-time, and reliability requirements of cross-domain SFC scenarios. Centralized solutions suffer from sin-
gle points of failure and performance bottlenecks, whereas decentralized approaches often face inefficiency and scalability
issues. To address these problems, this paper proposes a cross-domain SFC secure access and authentication mechanism
based on consortium blockchain and a Flexible Threshold Signature Scheme (FlexiTSS). The mechanism first constructs a
consortium blockchain maintained by edge nodes across multiple management domains, serving as a distributed global trust
anchor to achieve unified storage and verification of identities and policies. Furthermore, a FlexiTSS algorithm supporting

dynamic member management is designed, enabling multiple management domains to jointly authorize critical operations
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through signature, thereby significantly improving signature efficiency. Additionally, a lightweight dynamic orchestrator

election algorithm is proposed, which adaptively selects the optimal orchestration node based on real-time network topology

and service load, effectively achieving load balancing and avoiding single points of failure. Experimental results demon-

strate that, compared to typical centralized authentication and basic blockchain authentication schemes, the proposed

scheme exhibits significant advantages in cross-domain authentication latency, task success rate in highly dynamic environ-

ments, and control plane communication overhead. It maintains stable performance in large-scale node and long service

chain scenarios, effectively resolving the trade-off between security, efficiency, and scalability, thereby providing a practi-

cal technical approach for cross-domain secure collaboration in LAIN.
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Figure 1~ System model of SFC security framework for low-altitude intelligent network
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